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Abstract

In order to study the relationship between genes and diseases, the increasing
availability and sharing of phenotypic and genotypic data have been promoted as
an imperative within the scientific community. In parallel with data sharing practices
by clinicians and researchers, recent initiatives have been observed in which
individuals are sharing personal genomic data. The involvement of individuals in
such initiatives is facilitated by the increased accessibility of personal genomic data,
offered by private test providers along with availability of online networks. Personal
webpages and on-line data sharing platforms such as Consent to Research (Portable
Legal Consent), Free the Data, and Genomes Unzipped are being utilized to host and
share genotypes, electronic health records and family history uploaded by individuals.
Although personal genomic data sharing initiatives vary in nature, the emphasis
on the individuals’ control on their data in order to benefit research and ultimately
health care has seen as a key theme across these initiatives. In line with the growing
practice of personal genomic data sharing, this paper aims to shed light on the
potential challenges surrounding these initiatives. As in the course of these initiatives
individuals are solicited to individually balance the risks and benefits of sharing their
genomic data, their awareness of the implications of personal genomic data sharing
for themselves and their family members is a necessity. Furthermore, given the sensitivity
of genomic data and the controversies around their complete de-identifiability,
potential privacy risks and harms originating from unintended uses of data have
to be taken into consideration.
Introduction
The decreasing costs of sequencing technologies (Hayden 2014) supported by recent

advancements in bioinformatics amounted to an improvement in genomic data pro-

duction. In light of the increasing availability of genomic data, data sharing and open

access policies were promoted by large international consortia in order to maximize

the use of generated datasets and enhance the statistical power of studies. Funding or-

ganizations also drafted policies to expand accessibility and use of datasets by requiring

researchers to incorporate data sharing plans in their fund-seeking proposals (Foster

and Sharp 2007; NIH 2014). As a consequence, central on-line databases such as the

database of Genotypes and Phenotypes (dbGaP)a and the European Genome-phenome

Archiveb have been designated to host vast volumes of data either in a publicly access-

ible or controlled fashion.
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Not surprisingly, the unique features of data sharing challenged the governance of

genomic databases (Knoppers et al. 2007; Peppercorn et al. 2012). The subsequent use

of genomic data originally accumulated for a single project gives a new twist to the

discussion on the adequacy of informed consent, and the need to inform research

participants about potential risks, benefits, research goals and withdrawal options. This

developments made some to conclude that in the age of data sharing, traditional paper-

based one-off consent is stretched to its limits (Hayden 2012). Additionally, ensuring

privacy of participants appears as an emerging challenge. Although de-identification of

data has been traditionally seen as a response to privacy concerns, it might fall short in

the context of genomic data (Kaye 2012), given that DNA is a unique identifier.

Although responsibilities of researchers and biobanks in fostering sharing practices

are extensively pronounced, also individuals are appealed to contribute to such initia-

tives (Dolgin 2010; Hand 2010; Kaye 2012). Web-based personal genomic data sharing

or “crowdsourcing” research (Barry 2009) initiatives encourage the provision of per-

sonal genomic data and health-related information by individuals for research purposes.

The involvement of individuals in such personal data sharing initiatives is facilitated by

the increased accessibility of personal genomic data, offered by commercial test pro-

viders along with the availability of interactive information technology. Promises to

utilize potentials of personal genomic data motivate individuals to take part in sharing

activities.

Various personal genomic data sharing initiatives are being organized differently, ac-

cording to their missions and goals. In some occasions, personal genomic data sharing

is epitomized in the form of posting personal genomic data or those of family members

at publicly accessible personal webpages. For example, the idea of Corpasome refers to

an effort by Corpas family to publicly share the personal genomic data belonging to five

members of the family (Corpas 2013). In these situations personal genomic data is usu-

ally posted in order to broaden access and enable subsequent analysis and interpret-

ation by various interested researchers.

In other occasions, intermediary data sharing platforms may facilitate the personal

genomic data sharing by initiating projects to host and share genotype data and

medical information. Thereby, individuals who have access to their genomic data and

medical records can upload their data into the designated webpages. Free the datac,

Genomerad and PatientsLikeMee are examples of these projects. In the framework of

these platforms, data collection and sharing policies have often been delineated within

the privacy policy statements or consent forms. In addition, in some projects such as

Free the Data, participants are asked to take part in the surveys and to answer various

questions regarding their health status or any existing health conditions in the family

history.

Despite the observed differences, the emphasis on the individuals’ control on their

data and the possibility of sharing data have been seen as a key theme across these

initiatives. To enable individuals to control their personal data, customized sharing

options have been provided to participants. Such strategy was designed with the aim to

respond to the inadequacy of employing one-size-fits-all approach towards consent and

privacy preferences (Nuffield Council on Bioethics 2013). Thereby, individuals are

asked to determine who should have access to their data and for which purposes (Kaye

et al. 2013).
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Additionally, it has been argued that an ongoing engagement of individuals enabled

by web-based tools may address a challenge of maintaining contact with participants

(Wee 2013). As individuals could opt to be re-contacted by third party researchers in

the course of personal data sharing, collection of more detailed real-time information

upon the request of researchers has been advanced as a plausible practice (McEwen

et al. 2013). Such “dynamic phenotyping” (Lunshof et al. 2010) supported by web-based

personal genetic data sharing has been presented as a potential response to the need

for linking and collecting phenotypic and other health related information in longitu-

dinal prospective studies in which genomic data are generated.

Ethical and legal dilemmas faced by researcher-driven or biobank-driven genomic

data sharing have been extensively discussed in the literature (Fullerton et al. 2010;

Harris et al. 2012; Kaye et al. 2009; Knoppers et al. 2011). A few studies also have

reflected on attitudes of consumers concerning sharing personal genomic data (Lee

et al. 2013) and policies employed by direct-to-consumer genetic testing companies re-

garding their research activities fueled by consumer data (Esposito and Goodman 2009;

Harris et al. 2013; Howard et al. 2010). However, little has been published about the

ethical and legal challenges surrounding growing web-based personal genomic data

sharing (Bloss 2013; Angrist 2014; Mathews and Jamal 2014). To bridge this gap, this

paper investigates the challenges surrounding such initiatives in view of three examples

of current web-based personal genomic data sharing projects, namely Consent to

research (Portable Legal Consent)f, Free the Datac and Genomes Unzipped (GNZ)g

(Table 1). Two ultimate goals will guide our study. Firstly, we aim to analyze the legal

and ethical dilemmas linked with personal genomic data sharing and assess existing

safeguards. Secondly, we aim to provide insight into how these challenges have been

tackled in the framework of these three projects. To this end, the first part of this art-

icle highlights the main features of the three projects on the basis of consent forms,

privacy policy statements, and relevant information retrieved between October 2013

and February 2014, from the website of these projects. In the second part, some

concerns arising from personal genomic data sharing, in particular re-identification

risks, legal safeguards and governance mechanisms, implications for family members,

limitations of individuals’ control on their genomic data and potential responses of the

three projects to these concerns, are discussed.
Table 1 Features of three web-based personal genomic data sharing projects

Name of the project Type of data they collect Goals

Consent to research
(Portable Legal Consent)

exome, whole-genome sequence,
electronic health records or
family history

To create large datasets of user-contributed
health and genomic data that are easier
to re-use, to promote collaborations and
innovation around health and genomic
research

Free the data Mutation reports for BRCA1/2, a
variety of health information

To invite clinicians and individuals to donate
their mutations and associated clinical data
in order to be deposited in ClinVar and
other open-access databases

Genomes unzipped (GNZ) Genotypes obtained from various
genetic test providers, release of
more data up to and including
whole-genome sequencing is
envisioned

To use the data provided by participants
and other GNZ community members both
to perform scientific analyses and as a basis
for communicating about genetics to a
broader audience
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Web-based personal genomic data sharing projects: three examples

In order to shed light on the main features of the three web-based personal genomic

data sharing projects under study, the consent form, privacy policy statements, and

other relevant information extracted from the websites of these projects have been con-

sulted. As indicated in the following, personal genomic data sharing practices share

some similarities such as placing individuals in the control of their data and utilizing

the web-based vehicles to facilitate personal data sharing, along with stressing the

significance of such contribution on expediting research. But they also differ in various

aspects including missions, scale, and privacy models.

Consent to research

Consent to Research is a project initiated by Sage Bionetworksh, a non-profit research

organization based in Seattle, U.S. which aims to redefine “biomedical research

through open systems, incentives, and norms.” To accomplish these goals, Sage

Bionetworks adopted the Portable Legal Consent (PLC)i mechanism as a part of a

governance project that includes terms of use, privacy policies, and data use agree-

ments as well as informed consent and legal terms. As elaborated within the PLC,

the project endeavors “to create large datasets of user-contributed health and gen-

omic data that are easier to re-use, to promote collaborations and innovation around

health and genomic research and to allow any volunteer to play an active role in the

research process”. In pursuit of this mission, Sage Bionetworks collects genomic, pheno-

typic, observational, health-related and other forms of information from volunteer

individuals, to feed multiple research studies. The first study of this project namely Self-

Contributed Cohort for Common Genetic Research (SCC-CGR) is currently closed for

enrollment and the publication of results and data (aggregate level) is expected in the near

futuref.

Upon participation in this project, individuals may agree to grant rights to research,

redistribute, publish and commercialize their data to “Qualified Researchers”. Accord-

ing to the PLC: “Data collected will be made available, for research purposes, to a broad

variety of users who have agreed to be bound by a contract and to specific terms and

conditions that include use of the data in an ethical manner, to do no harm, not re-

identify or re-contact individuals, and to make their research results openly available to

the general public”i.

In addition, in an on-line educational video that cannot be bypassed, potential par-

ticipants learn about the importance of wide data sharing to be materialized in an

ethically sound fashionj. In terms of disclosure, PLC provides participants with an

option to share their data in a de-identified fashion, unless otherwise desired. Add-

itionally, a non-comprehensive list of potential risks and discomforts is incorporated

within PLC about unintended uses of shared data by third parties that could conse-

quently harm participants or their family members. The unintended uses of data

have been further illustrated by a few examples such as using data in a discriminatory

fashion against data subjects or their family members in the employment, insurance

or financial services setting. In terms of benefits, it has been articulated that the con-

tribution of personal data would not yield any direct benefit for the participants,

given the fact that society and science at large are the conceived beneficiaries of such

initiatives.
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Free the data

Free the datac is a project initiated by a consortium of organizations, managed by

Genetic Alliance which is a non-profit health advocacy organization. Free the Data aims

to facilitate discovery of “association between mutations and health outcomes” via

entering BRCA1/2 reports into the public database of ClinVar which is a free, publicly

accessible archive of reports and information on gene variants. Individuals who receive

a report entailing a mutation in BRCA1 or BRCA2 gene are invited by Free the Data to

provide a variety of personal health information and share their medical reports in a

public database, in order to realize “a better understanding of disease, higher quality pa-

tient care, and improved human health”k. Besides personal medical reports, patients are

also offered the options to upload reports from their legal minors or other family

members to the websitel .For the latter, however, it is required to observe the wishes of

family members over submission of their data in the website. In addition, in the frame-

work of the Sharing Clinical Reports Project (SCRP) which is the clinician arm of the

Free the Data project, clinicians could submit their patients’ BRCA1/2 reports in a de-

identified fashionm.

Individuals are enabled to indicate their sharing preferences towards a variety of

potential data users grouped as “Advocacy and Support Groups” and “Medical

Researchers”, and are able to modify their choices at any time (Nguyen and Terry

2013). According to the “About Us” webpage of the project, “Free the Data uses a

participant-centric platform that allows you to decide how much you share, and with

whom. Using privacy and security technology similar to banking, you have control over

your health information and can set your own sharing, privacy, and data access

preferences”n.

Genomes unzipped

Genomes Unzipped (GNZ) is a project initiated by a group of active researchers in vari-

ous fields of genetics, as well as specialists in the legal and public health issues sur-

rounding new genomic technologies. In this project, members of GNZ publicly publish

their own genomic data believing that “doing good science means releasing complete

data for others to investigate”g. Generating “tools for analysis of raw genetic data” along

with “providing independent, unbiased assessments of the technical validity and clinical

utility of a variety of genetic testing products” are included in the perceived outcomes

of the project within the Participant Information Form.

Additionally, by endorsing large open-access non-anonymous research databases such

as the Personal Genome Projecto, GNZ encourages individuals to participate in an open

research project in the benefit of the public good. Although, at this moment participa-

tion of GNZ is limited to 15–20 core members who have expertise in an area related to

the analysis of genetic data and their family members, it has been envisioned that indi-

viduals from the broader community who have access to their genetic data will be

invited to share their data in the future. According to the webpage of GNZ project, the

members of the project hope that releasing their data publicly “will help to guide useful

discussions about genetic privacy and the benefits, risks, and limitations of genetic

information in general”, as they “believe that many of the fears expressed about the

dangers of genetic information are exaggerated, and see this project as an opportunity

to have a constructive public discussion about the truth behind these fears”g. GNZ, in
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tune with the ultimate goal of the project to reform the perception of genetic privacy,

takes a rather different approach compared to the two other projects by informing par-

ticipants that no level of privacy, anonymity or confidentiality is guaranteed. Similar to

PLC, a list of potential risks and discomforts associated with personal genomic data

sharing has been laid out in the Participant Information Form of GNZ project to be

factored in the process of decision making by participants.

Concerns related to web-based personal genomic data sharing projects

Activities of web-based personal genomic data sharing initiatives may raise a number of

ethical and legal challenges. The following part addresses the paramount concerns

associated with such initiatives and assesses the current responses of the studied

projects to those concerns.

Identifiability and Re-identification

The potential accessibility of linkable data augments the concerns of re-identification

of shared personal genomic data. This was recently shown in a study (Gymrek et al.

2013) in which researchers could successfully recover surnames of five de-identified

participants of the 1000 Genomes projectp by profiling short tandem repeats on the Y

chromosome and by querying recreational genetic genealogy databases. The integration

of genomic data with health information and electronic medical records is another

element that increases the possibility of re-identification of data subjects (Esposito and

Goodman 2009).

In line with the privacy concerns and demonstrated risks of re-identification, the

studied projects attempt to inform participants regarding privacy risks associated with

broad personal genomic data sharing. According to PLC, although participants could

opt-in for a de-identified data sharing, the risk of re-identification and loss of privacy

due to erroneous or malicious identity disclosure should be considered. Free the data

project also warns participants within the privacy policy statement about the impossi-

bility of guaranteeing absolute privacy due to the fact that “new vulnerabilities and

threats appear every day”. The project promises participants to “minimize risks to a

tolerable level”, as it is not possible to eliminate data protection risks thoroughly. On

the other hand, the GNZ project favors the non-anonymous personal data sharing

approach, stating that “given the ease with which a dedicated snoop could obtain

genetic information surreptitiously (via shed skin, hair or saliva, for instance), some of

us argue that the whole notion of genetic privacy is illusory anyway – while releasing

our data online makes it easier for people to get hold of it, this is a difference of degree

rather than kind”g.

However, the implications of disclosure of re-identification risks by personal data

sharing projects are matter of discussion. One can argue that by signing an open

consent (Lunshof et al. 2008), encompassing, among others, potential risks of re-

identification, participants implicitly relinquish their privacy and confidentiality rights

over the shared data. According to the open consent model, de-identifiability of

genomic data is a far-fetched promise, therefore participants should be prepared to

embrace the risks concomitant with genomic data sharing (Lunshof et al. 2008).

Even if signing such a consent form removes potential legal responsibilities from the

shoulder of data sharing platforms towards participants, this should not be seen as an
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ethical approval for re-identification attempts. In the aftermath of the recent re-

identification demonstrations (Gymrek et al. 2013; Homer et al. 2008), concerns have

been raised by, inter alia, the actual participants of personal genomic data sharing pro-

jects pointing out that the non-consensual re-identification attempts are ethically repre-

hensible (Meyer 2013). It has been argued that the consent of individuals to participate

despite the potential risks of re-identification should not be construed as consenting to

re-identification per se. “Even if the consent form signed at the time of the original

collection includes a disclaimer that absolute anonymity cannot be guaranteed, re-

identifying the DNA sample later represents a new collection, one that has been under-

taken without any consent” (Wilson 2013). In essence, to re-identify individuals, shared

genotypes (and associated data such as gender, age or disease being studied) should

match against available reference genotypes which contain personal datasets with

identifiers. Alternatively they should link to non-genetic databases such as data in

health-care, administrative, criminal or disaster response databases (Lowrance and

Collins 2007). Following either of these routes would result in associating de-identified

personal data with variety of identifiable information, while the consent of data subjects

is lacking.

Therefore, in order to respect rights of research participants, data sharing projects

that engage in de-identified personal data sharing activities, should craft sufficient

mechanisms to reduce the risks of re-identification in accordance with their data

stewardship responsibilities. In addition, third party users should be warned against the

ethical and potential legal repercussions of re-identification attempts due to the viola-

tion of participants’ rights.

Legal safeguards and Governance mechanism

Besides the re-identification risks, sharing personal genomic data may incur risks for

harms on participants. In this regard, PLC and GNZ canvas a list of potential harms

stemming from publicly sharing personal genetic data, mentioning that the evolving na-

ture of genomics research makes it impossible to predict the breadth of the risks or

their magnitude. Some of the included risks for harms appear rather remote such as

“synthesizing DNA strings and placing them at a crime scene” by malicious users.

However, other examples such as discriminatory use of data against individuals or their

family members by employers or insurance companies seem within the reach. Although

the effort of data sharing projects in candidly informing participants about potential

risks and discomforts is necessary, it still needs to be coupled with legal and ethical

safeguards if harms occur (Prainsack and Buyx 2013).

The potential legal responses to the harms associated with personal genomic data

sharing vary across jurisdictions. In terms of discriminatory uses of data, for instance,

PLC and GNZ inform participants that existing legal protections may not be compre-

hensive. As it is stated within the Participant Information Form (GNZ): “Although

some countries have laws that prohibit certain forms of genetic discrimination, these

laws may not apply to you, may not protect against all forms of discrimination or may

not stop a third party from discrimination against you even where it is prohibited by

law”. This may beg the question concerning the sufficiency and effectiveness of current

legal and ethical safeguards in shielding participants against potential harms (Weil et al.

2013). This is crucial mainly because the existing legal and ethical privacy safeguards
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might fall short in the view of voluntarily sharing personal genomic data and medical

records outside the confidential relationship of researchers-individuals. “[...] as patients

become more empowered to share their data to achieve greater medical benefit from it,

and as we move to more seamlessly map between DNA and more easily acquired high-

dimensional phenotypic data to predict with greater ease a greater diversity of human

behaviors and disease risks, laws must also evolve to ensure that the rights of patients

are protected. The shift to a more open personal data environment and a greater par-

ticipation of informed patients will thus need to be accompanied by stricter and

broader anti-discrimination regulations” (Schadt 2012).

That said, initiating personal genomic data sharing projects despite the acknowledged

shortcomings in current legal safeguards and governance and oversight mechanisms

may raise concerns regarding protection of research participants.

Personal genomic data sharing: Not an entirely personal decision

The hereditary nature of genomic data may transform the personal decision of sharing

genetic data into one with familial ramifications. As in the Participant Information

Form, GNZ puts it: “Although in many instances any conclusions that may be inferred

from your publicly available information may be speculative with respect to you, and

even less predictive with respect to your family members, the complete set and magni-

tude of the risks that the public availability of this information poses to you and your

relatives are not known at this time”q. In particular, genomic data sharing by individuals

may reveal a spectrum of unexpected health and non-health-related information with

significance for immediate family members. For instance, by analyzing publicly available

personal genetic data, third parties could unveil the elevated or diminished risks for a

disease or other trait or shed light on the family lineage and ethnicity. As a result, this

information “may alter how individuals view themselves and their family of origin”

(Doukas and Berg 2001).

Also, in the framework of PLC, individuals are notified that the provided list of risks

and discomforts could address both participants and their family members. The poten-

tial risks for relatives are further elaborated: “If a privacy breach results in the disclos-

ure of information pertaining to an inherited mutation, for example, that information

may harm not only the individual research participant but also other genetically related

people. Under such circumstances, an individual’s choice to participate in research may

result in group discrimination or stigmatization” (Weil et al. 2013).

In response to this concern, both GNZ and PLC strongly encourage participants to

discuss the project and pertinent risks with their immediate family members.

Notwithstanding, at this moment no mechanism exists to ensure that such consultation

is conducted. Moreover, it is expected that the likely conflict of interests between family

members concerning sharing genetic data would bring vexing issues of data ownership

and scope of privacy rights to the fore and require further investigations.

Limitations of individuals’ control on their genomic data

Placing individuals in control of their data is seen as a recurring theme across the

studied projects. In line with this goal, participants are solicited to individually balance

risks and benefits of personal genomic data sharing in congruence with their heteroge-

neous risk-benefit preferences.
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To make an informed choice, individuals should be able to grasp the breadth and

magnitude of potential risks such as privacy breaches. However, one may legitimately

argue conducting such risk and benefit analysis requires holding sufficient knowledge

concerning complex and yet unknown potentials of personal genomic data sharing,

which general public may lack (Steinsbekk et al. 2013). “by building increasingly large

databases and collecting both genetic and extensive phenotypic information, however,

associations may later be made that were not clear or possible to predict, and these

might constitute findings (about personality or behavior, for instance) that an individual

might have wanted to protect or conceal” (Esposito and Goodman 2009).

Complexities of the information extracted from genomic data have been illustrated in

the case of the public release of Dr. James Watson’s sequenced genome in 2008. In

course of this public release, on the basis of Dr. Watson’s request, all the gene informa-

tion about apolipoprotein E (ApoE) had been removed due to concerns regarding a

shown association between this gene and late-onset Alzheimer’s disease (LOAD).

Despite undertaking the precautionary measures, a subsequent study suggested the

insufficiency of the deletion of the APOE gene information to prevent a risk prediction

for LOAD: “the deletion of the APOE gene information only may not prevent accurate

prediction of Dr. Watson’s risk for LOAD conveyed by APOE risk alleles. Specifically,

linkage disequilibrium (LD) between one or multiple polymorphisms and APOE can be

used to predict APOE status using advanced computational tools. Therefore, simply

blanking out genotypes at known risk factors is generally not sufficient if the aim is to

hide genetic information at these loci” (Nyholt et al. 2009).

The investigated personal genomic data sharing projects attempt to familiarize partic-

ipants with the implications of their contribution through consent and the privacy

policy statements. It is however unclear whether such documents are sufficient in

informing individuals about potential risks of data sharing. Results of studies indicate

that participants often have difficulty in comprehending lengthy consent forms, under-

standing confidentiality issues and recalling what they did consent for (Ormond et al.

2009; Robinson et al. 2013). Likewise, designing privacy policy statements to fulfill in-

formational needs of participants and specify their privacy preferences has been seen to

be a challenging effort. As Cranor et al. note, the underlying reasons for such chal-

lenges may include that “privacy policies are complex, user privacy preferences are

often complex and nuanced, users tend to have little experience articulating their priv-

acy preferences, users are generally unfamiliar with much of the terminology used by

privacy experts, and users often do not understand the privacy-related consequences of

their behavior” (Cranor et al. 2006).

Presumably, barriers in adequately informing individuals regarding personal data

sharing led some projects to target highly educated or more motivated and empowered

individuals. Alternatively, participants may be required to pass an “entrance test” before

widely sharing their data, a model that employed by Personal Genome Project (Lunshof

et al. 2008). However, this approach has been criticized on the grounds that the sample

may not be representative of whole society as such, imposing a selection bias (Janssens

and Kraft 2012).

To address the need for adequately informing participants, some personal genomic

data sharing projects have referred to supplementary mechanisms. For instance, GNZ

encourages participants to seek advice from their physician or other qualified health
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care providers concerning implications of the participation. However, a likely shortage

of knowledge and experience of general health care professionals in genetics may hin-

der such consultation. In this regard, a survey of consumers of Direct-to-Consumer

personal genomics indicated “the majority of participants reported that their healthcare

provider had limited ability to understand and insufficient expertise to interpret their

results” (Lee et al. 2013).

Furthermore, the option to withdraw data from the research is central to being in

control of personal genomic data. However, sharing data through the web imposes sig-

nificant barriers on a complete withdrawal of shared data and could make personal data

sharing an irrevocable decision.

Concluding remarks

The imperative to broad genetic data sharing grows stronger with time. Along with

data sharing by researchers, various initiatives invite individuals to participate in

personal genomic data sharing. In those initiatives, individuals are encouraged to take

control of their genetic data and utilize web-based tools to share their data according

to their privacy comfort. It has been argued that by enabling such an informed choice,

individuals will personally balance risks and benefits of personal genomic data sharing

(Karczewski et al. 2012). Nevertheless, inherent limitations on controllability of gen-

omic data, once publicly shared, cast doubts on this argument. As it has been noted,

“…the notion of consenting to research use of data loses meaning when the use can in-

volve many unknown researchers and uses in perpetuity. Such open-ended use of data

renders the well-established right to withdraw consent to collection and use of personal

data for research meaningless” (Vayena et al. 2013). Moreover, the evolving nature of

genomics research makes it hard to predict the breadth of information that could be

extracted from sequenced data in the future and magnitude of risks associated with

such disclosures.

Some have stressed on the necessity of communication of methodological limitations

of research carried out by some personal data sharing initiatives to their participants

and pointed to the current shortcomings in accomplishing this task (Janssens and Kraft

2012). This imperative should be extended to the provision of an accurate account of

limitations associated with governance of personal genomic data sharing projects and

safeguards to protect rights of participants. To this end, it is suggested to employ

adequate communication tools in order to inform potential participants regarding such

limitations. Thereby, participants would receive a fair opportunity to consider existing

limitations and risks in the face of the highlighted benefits of data sharing for research.

This approach will ultimately lead to a higher level of transparency and trust among

participants. In addition, the evolving potentials of genomics and bioinformatics render

the risks of re-identification and privacy breaches as moving targets, requiring an

ongoing investigation of the sufficiency of the pertinent legal and ethical safeguards in

place.

Furthermore, given the hereditary nature of genomic data, personal genomic data

sharing should not be portrayed as merely a personal decision regardless of the poten-

tial ramifications for family members. As the Presidential Commission noted within the

recent report, “Respect for persons supports giving persons the opportunity to share

their whole genome sequence information for scientific advancement, subject to strong
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baseline privacy protections. At the same time, individuals have a responsibility to

safeguard their privacy as well as that of others, by giving thoughtful consideration to

how sharing their whole genome sequencing data in a public forum might expose them

to unwanted incursions upon their privacy and that of their immediate relatives. To be

indifferent to the implications of disclosure of sensitive data and information about

one’s self is to act irresponsibly” (Presidential Commission for the study of bioethical is-

sues 2012).
Endnotes
adbGaP. http://www.ncbi.nlm.nih.gov/gap. Accessed 21 March 2015
bEuropean Genome-phenome Archive. https://www.ebi.ac.uk/ega/.

Accessed 21 March 2015
cFree the Data. http://www.free-the-data.org/. Accessed 21 March 2015
dGenomera. http://genomera.com/. Accessed 21 March 2015
ePatients like me. http://www.patientslikeme.com/. Accessed 21 March 2015
fConsent to Research. http://weconsent.us/informed-consent/. Accessed 21 March 2015
gGenomes Unzipped. project. http://genomesunzipped.org/project. Accessed 21

March 2015
hSage Bionetworks. http://sagebase.org/. Accessed 21 March 2015
iPortable Legal Consent. http://sagebase.org/category/portable-consent/. Accessed 21

March 2015
jPLC-CGR documents. https://github.com/plc-cgr/plc. Accessed 21 March 2015
kFree the Data. Learn More. http://www.free-the-data.org/learn. Accessed 21 March

2015
lFree the Data. Free my Data. http://www.free-the-data.org/freemydata. Accessed 21

March 2015
mFree the Data. For Clinicians. http://www.free-the-data.org/clinicians. Accessed 21

March 2015
nFree the Data. About Us. http://www.free-the-data.org/about. Accessed 21 March 2015
oPersonal Genome Project. http://www.personalgenomes.org/. Accessed 21 March 2015
p1000 Genomes. http://www.1000genomes.org/. Accessed 21 March 2015
qParticipant Information Form GNZ. http://genomesunzipped.org/wp-content/uploads/

2010/10/gnz_consent_phase2launch_101013.pdf. Accessed 21 March 2015

Competing interests
The authors declare that they have no competing interests.

Authors’ contributions
All authors read and approved the final manuscript.

Authors’ information
MS is a PhD researcher at the Center for Biomedical Ethics and Law (University of Leuven, Belgium) and PB is Assistant
Professor of Bioethics at the Centre for Biomedical Ethics and Law (University of Leuven, Belgium).

Acknowledgments
This work is kindly supported by the Interfaculty Council for Development Co-operation (IRO) of the University of
Leuven.

Received: 8 May 2014 Accepted: 3 December 2014

http://www.ncbi.nlm.nih.gov/gap
https://www.ebi.ac.uk/ega/
http://www.free-the-data.org/
http://genomera.com/
http://www.patientslikeme.com/
http://weconsent.us/informed-consent/
http://genomesunzipped.org/project
http://sagebase.org/
http://sagebase.org/category/portable-consent/
https://github.com/plc-cgr/plc
http://www.free-the-data.org/learn
http://www.free-the-data.org/freemydata
http://www.free-the-data.org/clinicians
http://www.free-the-data.org/about
http://www.personalgenomes.org/
http://www.1000genomes.org/
http://genomesunzipped.org/wp-content/uploads/2010/10/gnz_consent_phase2launch_101013.pdf
http://genomesunzipped.org/wp-content/uploads/2010/10/gnz_consent_phase2launch_101013.pdf


Shabani and Borry Life Sciences, Society and Policy  (2015) 11:3 Page 12 of 13
References

Angrist, Misha. 2014. Open window: when easily identifiable genomes and traits are in the public domain. PLOS ONE

9(3): e92060.
Barry, Patrick. 2009. Seeking genetic fate: Personal genomics companies offer forecasts of disease risk, but the science

behind the packaging is still evolving. Science News 176(1): 16–21.
Bloss, Cinnamon S. 2013. Does family always matter? Public genomes and their effect on relatives. Genome Medicine 5(107).

doi: 10.1186/gm511
Corpas, Manuel. 2013. Crowdsourcing the Corpasome. Source Code for Biology and Medicine 8(1): 13. doi:10.1186/1751-0473-8-13.
Cranor, Lorrie F, Praveen Guduru, and Manjula Arjula. 2006. User interfaces for privacy agents. ACM Transactions on Computer-Human

Interaction 13(2): 135–178.
Dolgin, Elie. 2010. Personalized investigation. Nature Medicine 16(9): 953–955.
Doukas, David J, and Jessica W Berg. 2001. The family covenant and genetic testing. American Journal of Bioethics 1(3): 2–10.
Esposito Karin, and Kenneth W Goodman. 2009. Genethics 2.0: phenotypes, genotypes, and the challenge of databases

generated by personal genome testing. American Journal of Bioethics 9(6–7): 19-21.
Foster, Morris W. and Richard R. Sharp. 2007. Share and share alike: deciding how to distribute the scientific and social

benefits of genomic data. Nature Reviews Genetics 8(8): 633–639.
Fullerton, Stephanie M., Nicholas R. Anderson, Greg Guzauskas, Dena Freeman, and Kelly Fryer-Edwards. 2010. Meeting

the governance challenges of next-generation biorepository research. Science Translational Medicine 2(15): 15cm3.
Gymrek, Melissa, Amy L. McGuire, David Golan, Eran Halperin, and Yaniv Erlich. 2013. Identifying personal genomes by

surname inference. Science 339(6117): 321–324.
Hand, Eric. 2010. People power. Nature 466(7307): 685–687.
Harris, Jennifer R., Paul Burton, Bartha Maria Knoppers, Klaus Lindpaintner, Marianna Bledsoe, Anthony J Brookes,

Isabelle Budin-Ljøsne, Rex Chisholm, David Cox, Mylène Deschênes, Isabel Fortier, Pierre Hainaut, Robert Hewitt,
Jane Kaye, Jan-Eric Litton, Andres Metspalu, Bill Ollier, Lyle J Palmer, Aarno Palotie, Markus Pasterk, Markus Perola,
Peter H J Riegman, Gert-Jan van Ommen, Martin Yuille, and Kurt Zatloukal. 2012. Toward a roadmap in global
biobanking for health. European Journal of Human Genetics 20(11): 1105–1111.

Harris, Anna, Sally Wyatt, and Susan E. Kelly. 2013. The Gift of Spit (And the Obligation to Return it) How consumers of
online genetic testing services participate in research. Information, Communication & Society 16(2): 236–257.

Hayden, Erika C. 2012. Informed Consent: A broken contract. Nature 486(7403): 312–314.
Hayden, Erika C. 2014. Is the $1,000 genome for real? Nature: News.
Homer, Nils, Szabolcs Szelinger, Margot Redman, David Duggan, Waibhav Tembe, Jill Muehling, John V. Pearson,

Dietrich A. Stephan, Stanley F. Nelson, and David W. Craig. 2008. Resolving individuals contributing trace amounts
of DNA to highly complex mixtures using high-density SNP genotyping microarrays. PLoS Genetics 4(8): e1000167.

Howard, Heidi C., Bartha M. Knoppers, and Pascal Borry. 2010. Blurring lines. EMBO Reports 11(8): 579–582.
Janssens, A. Cecile J. W., and Peter Kraft. 2012. Research conducted using data obtained through online communities:

ethical implications of methodological limitations. PLoS Medicine 9(10): e1001328.
Karczewski, Konard J., Robert P. Tirrell, Pablo Cordero, Nicholas P. Tatonetti, Joel T. Dudley, Keyan Salari, Michael Snyder,

Russ B. Altman and Stuart K. Kim. 2012. Interpretome: a freely available, modular, and secure personal genome
interpretation engine. Pacific Symposium on Biocomputing :339–350. http://www.worldscientific.com/doi/pdf/
10.1142/9789814366496_0033. Accessed 21 March 2015.

Kaye, Jane. 2012. The tension between data sharing and the protection of privacy in genomics research.
Annual Review of Genomics and Human Genetics 13: 415–431.

Kaye, Jane, Catherine Heeney, Naomi Hawkins, Jantina de Vries, and Paula Boddington. 2009. Data sharing in genomics-
re-shaping scientific practice. Nature Reviews Genetics 10(5): 331–335.

Kaye, Jane, Nadja Kanellopoulou, Naomi Hawkins, Heather Gowans, Liam L Curren, and Karen Melham. 2013.
Can I access my Personal Genome? The Current Legal Position in the UK. Medical Law Review 22(1): 64–86.

Knoppers, Bartha M., Ma’n H Abdul-Rahman, and Karine Bedard. 2007. Genomic databases and international collabor-
ation. Kings Law Journal 18: 291–311.

Knoppers, Bartha M., Jennifer R Harris, Anne Marie Tassé, Isabelle Budin-Ljøsne, Jane Kaye, Mylène Deschênes and Ma'n H
Zawati. 2011. Towards a data sharing Code of Conduct for international genomic research. Genome Medicine 3 (46).
doi:10.1186/gm262.

Lee, Sandra Soo-Jin, Simone L. Vernez, Kelly E. Ormond, and Mark Granovetter. 2013. Attitudes towards Social Networking and
Sharing Behaviors among Consumers of Direct-to-Consumer Personal Genomics. Journal of Personalized Medicine 3(4): 275–287.

Lowrance, William W., and Francis S. Collins. 2007. Ethics. Identifiability in genomic research. Science 317(5838): 600–602.
Lunshof, Jeantine E., Ruth Chadwick, Daniel B. Vorhaus and George M. Church. 2008. From genetic privacy to open consent.

Nature Reviews Genetics 9(5): 406–411.
Lunshof, Jeantine E. Jason Bobe, John Aach, Misha Angrist, Joseph V. Thakuria, Daniel B. Vorhaus, Margret R. Hoehe, George M.

Church. 2010. Personal genomes in progress: from the human genome project to the personal genome project. Dialogues
in Clinical Neuroscience 12(1): 47–60.

Mathews, Debra J. H., and Leila Jamal. 2014. Revisiting respect for persons in genomic research. Genes 5: 1–12.
McEwen, Jean E., Joy T. Boyer and Kathie Y. Sun. 2013. Evolving approaches to the ethical management of genomic

data. Trends in Genetics 29(6): 375–82.
Meyer, Michelle N. 2013. Reflections of a Re-Identification Target, Part I: Some Information Doesn’t Want To Be

Free (Re-Identification Symposium). http://blogs.law.harvard.edu/billofhealth/2013/05/24/reflections-of-a-re-identification-
target-part-i-some-information-doesnt-want-to-be-free-re-identification-symposium/. Accessed 21 March 2015.

Nguyen, Stephanie, and Sharon F. Terry. 2013. Free the Data: The End of Genetic Data as Trade Secrets. Genetic Testing
and Molecular Biomarkers 17(8): 579–580.

National Institutes of Health (NIH). 2014. Genomic Data Sharing Policy. http://gds.nih.gov/PDF/NIH_GDS_Policy.pdf.
Accessed 21 March 2015.

Nuffield Council on Bioethics. 2013. The Linking and Use of Biological and Health Data. https://ico.org.uk/media/about-
the-ico/consultation-responses/2014/2125/nuffield-council-on-bioethics-consultation.pdf. Accessed 21 March 2015.

http://www.worldscientific.com/doi/pdf/10.1142/9789814366496_0033
http://www.worldscientific.com/doi/pdf/10.1142/9789814366496_0033
http://blogs.law.harvard.edu/billofhealth/2013/05/24/reflections-of-a-re-identification-target-part-i-some-information-doesnt-want-to-be-free-re-identification-symposium/
http://blogs.law.harvard.edu/billofhealth/2013/05/24/reflections-of-a-re-identification-target-part-i-some-information-doesnt-want-to-be-free-re-identification-symposium/
http://gds.nih.gov/PDF/NIH_GDS_Policy.pdf
https://ico.org.uk/media/about-the-ico/consultation-responses/2014/2125/nuffield-council-on-bioethics-consultation.pdf
https://ico.org.uk/media/about-the-ico/consultation-responses/2014/2125/nuffield-council-on-bioethics-consultation.pdf


Shabani and Borry Life Sciences, Society and Policy  (2015) 11:3 Page 13 of 13
Nyholt, Dale R., Chang-En, Yu, and Peter M., Visscher. 2009. On Jim Watson’s APOE status: genetic information is hard to
hide. European Journal of Human Genetics 17: 147–149.

Ormond, Kelly E., Allison L. Cirino,Irene B. Helenowski, Rex L. Chisholm and Wendy A. Wolf. 2009. Assessing the
understanding of biobank participants. American Journal of Medical Genetics Part A 149(2): 188–198.

Peppercorn, Jeffrey, Iuliana Shapira, Teressa Deshields, Deanna Kroetz, Paula Friedman, Patricia Spears, Deborah E.
Collyar, Lawrence N. Shulman, Lynn Dressler and Monica M. Bertagnolli. 2012. Ethical aspects of participation
in the Database of Genotypes and Phenotypes of the National Center for Biotechnology Information.
Cancer 118(20): 5060–5068.

Prainsack, Barbara, and Alena Buyx. 2013. A Solidarity-based Approach to The Governance of Research Biobanks. Medical
Law Review 21(1): 71–91.

Presidential Commission for the study of bioethical issues. 2012. Privacy and Progress in Whole Genome Sequencing.
: 46-47. http://bioethics.gov/sites/default/files/PrivacyProgress508_1.pdf. Accessed 21 March 2015.

Robinson, Jill, Melody J. Slashinski, Tao Wang, Susan G. Hilsenbeck, and Amy L. McGuire. 2013. Participants recall and
understanding of genomic research and large-scale data sharing. Journal of Empirical Research on Human Research
Ethics 8(4): 42–52.

Schadt ,Eric E. 2012. The changing privacy landscape in the era of big data. Molecular Systems Biology 8 (612).
doi 10.1038/msb.2012.47.

Steinsbekk, Kristin S., Bjørn Kåre Myskja, and Berge Solberg. 2013. Broad consent versus dynamic consent in biobank
research: Is passive participation an ethical problem? European Journal of Human Genetics 21: 897–902.

Vayena, Effy, Anna Mastroianni, and Jeffrey Kahn. 2013. Caught in the Web: Informed Consent for Online Health
Research. Science Translational Medicine 5(173): 173fs6.

Wee, Richman. 2013. Dynamic Consent in the digital age of biology. Journal of Primary Health Care 5(3): 259–261.
Weil, Carol J., Leah E. Mechanic, Tiffany Green, Christopher Kinsinger, Nicole C. Lockhart, Stefanie A. Nelson, Laura L.

Rodriguez, and Laura D. Buccini. 2013. NCI think tank concerning the identifiability of biospecimens and “omic”
data. Genetics in Medicine 15(12): 997–1003.

Wilson, Stephen. 2013. Applying Information Privacy Norms to Re-Identification Demonstrations (Re-Identification
Symposium). http://blogs.law.harvard.edu/billofhealth/2013/05/21/applying-information-privacy-norms-to-
re-identification-demonstrations-re-identification-symposium/. Accessed 21 March 2015.
Submit your manuscript to a 
journal and benefi t from:

7 Convenient online submission

7 Rigorous peer review

7 Immediate publication on acceptance

7 Open access: articles freely available online

7 High visibility within the fi eld

7 Retaining the copyright to your article

    Submit your next manuscript at 7 springeropen.com

http://bioethics.gov/sites/default/files/PrivacyProgress508_1.pdf
http://blogs.law.harvard.edu/billofhealth/2013/05/21/applying-information-privacy-norms-to-re-identification-demonstrations-re-identification-symposium/
http://blogs.law.harvard.edu/billofhealth/2013/05/21/applying-information-privacy-norms-to-re-identification-demonstrations-re-identification-symposium/

	Abstract
	Introduction
	Web-based personal genomic data sharing projects: three examples
	Consent to research
	Free the data
	Genomes unzipped
	Concerns related to web-based personal genomic data sharing projects
	Identifiability and Re-identification
	Legal safeguards and Governance mechanism
	Personal genomic data sharing: Not an entirely personal decision
	Limitations of individuals’ control on their genomic data
	Concluding remarks
	Endnotes

	Competing interests
	Authors’ contributions
	Authors’ information
	Acknowledgments
	References

